
Logic, Logistics, States, and 
almost a bunch of case studies



Logistics, broadly construed, is a critical field for the 
reproduction of the relations of production, in which the state 
intervenes as producer of capitalist space. This logistical 
imperative – to lay out the space of stocks and flows for the 
optimal reproduction of capitalist relations – involves the state 
precisely to the extent that reproduction is not a matter of 
logic, but of strategy.

Alberto Toscano, ‘Lineaments of the Logistical State’

“Amateurs talk about strategy and tactics. Professionals talk 
about logistics and sustainability in warfare” 

Robert Hilliard Barrow, United States Marine Corps 4-star general,  
interview published in the San Diego (CA) Union on November 11, 
1979.



Initial (re)approach to the problem at hand 

● inconsistency -- transcendental function
● local consistency -- phenomenal component
● material support -- atomic logic
● visibility -- universal relations

Ideas from talks

● two complementary approaches to scale sensitivity
● material effects of organizational forms
● abstraction as opening space for experimentation
● compositional POV

Theoretical caveat: the tripartite (Karatani+Logic) wager can fail and the rest of the 
research project holds, as well as the value of the subjects examined here



3 inspirations:

1. Badiou’s analysis of the 
Battle of Gaugamela

2. Discussions on 
scale-sensitivity

3. Type theory

“Type structure is a syntactic 
discipline for enforcing levels of 
abstraction.”

John C. Reynolds, ‘Types, 
Abstractions and Parametric 
Polymorphism’,  



Some ideas from Lefebvre 
on Space



Some defining characteristics of the State 
Mode of Production (SMP):

● growth (of productive forces)
● urbanization (massive production and 

consumption units)
● spatialization

Three ways that space exists for the state 
(and state-space exists for others):

1. national territory
2. social space
3. mental space

Three trends in the era of the SMP:

1. various demands of capital 
2. incessant state homogenization
3. users movements





“regulatory character of political space (and state space)” (244)

different dimensions of this regulatory character

1. the ideological-technocratic: “representation of the social”
2. the practical-instrumental: “means of action”
3. the tactical-strategic: “principally subordination of territory’ resources to political ends”

“hierarchization is response to inequalities” generated by processes of homogenization and 
fragmentation

methods of hierarchization:

1. “break up opposition by redistributing groups of people, including opposition groups, into ghettos”
2. “hierarchize places on the basis of power relations”
3. “control the entire system”



Towards a Logic of Logistics: Determination, Dependency and Fundierung

‘Fundierung as a Logical Concept’, Gian-Carlo Rota, The Monist Vol. 72, No. 1, pp. 70-77

Determination → Function → Relevant → Dependent
Support → Facticity → Irrelevant → Independent

Reduction: Accounting for Function in terms of Facticity 

 Function Facticity

Learning Reading

Content of the text Text

Social Role Person

Pen Ink, mental, plastic, etc.

Viewing Seeing

Rules of bridge Card Deck



Fundierung is a relationship one of whose terms is a function. The con tent of the text is a function. 
This function is related to the text by a Fundierung-relation. The other term of a Fundierung-relation 
we call the facticity: in the first example, the text; in the second example, the queen of hearts as a 
mere card in the deck. Facticity plays a "supporting role" to function. Only the function is relevant. The 
text is the facticity that lets the content function as relevant. We shall say for short that the content of 
the letter is factically related (or that it bears a Fundierungsverh?ltnis) to the text. Fundierung is a 
primitive logical relation, one that can in no way be reduced to simpler (let alone to any "material") 
relation. Confusing func tion with facticity in a Fundierung relation is an instance of reduction, an error 
in reasoning as common as, or more common than, a petitio principii or an ignoratio elenchi. Facticity 
is the essential support (it is selbsst?ndig), but it is meant not to upstage the function it founds. (73)

The point is that there is no single "what" that we necessarily "see" while watching four people around 
a table, or while watching anything. All what’s whatsoever are functions in Fundierung-r elations. All 
what's "are" by the grace of some Fundierung-relation whose context-dependence cannot be shoved 
under the rug. The context-dependence of Fundierung is taken by the reductionist for "arbitrariness." 
But this is a mistake. The rules of bridge are dependent upon the context of the game of bridge, but 
they are in no way arbitrary. (76)



Let f be a function and Φ a facticity, then F(f,Φ) is a Fundierung-relation

2 problems with this relation (2 of 5 according to Rota): 

1) Hierarchy of Fundierung-relations

“Meaning of a letter of confession”

confessional meaning::func

fact::content::func

fact::reading::func

    fact::text

2) “Whenever the relevant function functions as it is meant to function, the "underlying" facticities are 
not thematized, they are unobtrusive. In playing a bridge game, the material composition of the 
cards is irrelevant, if the cards are properly made. Facticity is thematized in a breakdown. How 
does such a change of view happen?” (77)



A provisional, analogical extension of the Primer methodology to T::B

1. adherence function ad(x,y) → {0,1}
2. allocation spaces/rivalry spaces 

2.1. “virtual/counterfactual space of possible alternative adherences”
3. sheaves of shares
4. existence of a resource: ad(x,x) → “control”
5. resource-measurable space and distribution-networks
6. forms of force and F(f, Φ)

6.1. determining and dependent force =~ equivalent and relative value (in terms of place, not 
structure)

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~
7. atomic logic → minimal resource 

7.1. localization → rank/priority
7.2. compatibility → homogenization/regulation (=~ ‘general equivalence’)

8. hierarchy-form
8.1. ‘formal use value’: how to define
8.2. aspect =~ ‘money-form’ (only on T::C)
8.3. aspect =~ ‘currency’ (mapped onto other exchange transcendentals)
8.4. we need a concept for tribute and then taxation

9. Sovereign (S)
10. Logistical POV





Problem of Nationalism and the Nation-state

● Tenacity of the hyphen

● Critique of Karatani and Gellner -- further separating T::A and T::B

● French nationalism as prototype of nationalism

● Feudal origins of French nationalism (Barbara Tuckman, A Distant Mirror)
● Problem of Breton nationalism

● Nationalism, State, Witch trials (Silvia Federici, Caliban and the Witch; Social Reproduction 
Theory)

● Collapse of the USSR and ‘ethno-national conflict’

● fragmentation of state space by nationalist movements
● relation between nationalist movement and proto-state (‘war machine’) formations
● Ruso-Chechen War

● Nationalism and Organizational Forms: The Rojava Experiment



Mongolian Empire as Paradigmatic World-Empire

Exceptional Scale: Minimal State → Maximally Logistical State

Rapid Genesis: From T::A to T::B in remarkably short period of time

Structural Elegance: The Needs of the Mongol Empire helped to maintain a structurally elegant 
system early on

Division and Disintegration: The political division and subsequent crises of the Mongolian Empire help 
us to see internal dynamics of T::B

Problem of the “Great Individual” hypothesis: Gengis Khan and the role of the leader and family in 
state stability

New material for the “backwater of Europe” hypothesis: how the Mongolian Empire set the stage for 
European capitalism





Whether in their policy of religious tolerance, devising a universal alphabet, 
maintaining relay stations, playing games, or printing almanacs, money, or 
astronomy charts, the rulers of the Mongol Empire displayed a persistent 
universalism. Because they had no system of their own to impose upon their 
subjects, they were willing to adopt and combine systems from everywhere. 
Without deep cultural preferences in these areas, the Mongols implemented 
pragmatic rather than ideological solutions. They searched for what worked 
best; and when they found it, they spread it to other countries. They did not 
have to worry whether their astronomy agreed with the precepts of the Bible, 
that their standards of writing followed the classical principles taught by the 
mandarins of China, or that Muslim imams disapproved of their printing and 
painting. The Mongols had the power, at least temporarily, to impose new 
international systems of technology, agriculture, and knowledge that 
superseded the predilections or prejudices of any single civilization; and in 
so doing, they broke the monopoly on thought exercised by local elites.



In conquering their empire, not only had the Mongols revolutionized 
warfare, they also created the nucleus of a universal culture and 
world system. This new global culture continued to grow long after 
the demise of the Mongol Empire, and through continued 
development over the coming centuries, it became the foundation for 
the modern world system with the original Mongol emphases on free 
commerce, open communication, shared knowledge, secular 
politics, religious coexistence, international law, and diplomatic 
immunity.







Mongol Innovations
During Consolidation of Power on Steppes:

● meritocratic
● integrate tribes: kill threats (leaders, adult males) and bring in the rest as equal members
● centralization of looting, redistribution
● soldier’s share of loot allocated to widows/orphans
● use of propaganda
● reorganization of the army (decimal):

○ arban: 10
○ zagun: 100
○ mingan: 1000
○ tumen: 10000

● systemization and systematic deployment of traditional tactics



Mongol Innovations
During Conquest of Northern China (Jin/Jurchen Dynasty):

Distinguishing Features of Mongol Army:

smaller
all cavalry
self-sustaining

● Attacked multiple locations
● Used civilians as part of the war 

○ Human shields and fodder
○ Spread as refugees

● Siege weapons and Firelances
● Destruction of rural → pasture



Mongol Innovations
During Invasion of Muslim nations:

● Population processing: execution of soldiers, division of civilians by profession
● Elimination of rich and elites
● Leveled cities to consolidate Silk Road

Around the administration of the Mongol Empire:

● standardized roads, measures,  money 
● introduced paper money
● religious tolerance
● abolition of torture
● diplomatic immunity
● (attempted) mass literacy
● printing presses, gunpowder weaponsa and compasses → Europe



Plague and Collapse

The plague not only isolated Europe, but it also cut off the Mongols in Persia and Russia 
from China and Mongolia. The Mongol rulers in Persia could no longer procure the goods 
from the lands and workshops they owned in China. The Golden Family in China could 
not get its goods from Russia or Persia. With each group cut off from the other, the 
interlocking system of ownership collapsed. The plague had devastated the country, 
demoralized the living, and, by cutting off trade and tribute, deprived the Mongol Golden 
Family of its primary source of support. For nearly a century, the Mongols had exploited 
their mutual material interests to overcome the political fault lines dividing them. Even 
while sacrificing political unity, they had maintained a unified cultural and commercial 
empire. With the onslaught of plague, the center could not hold, and the complex system 
collapsed. The Mongol Empire depended on the quick and constant movement of 
people, goods, and information throughout its massive empire. Without those 
connections, there was no empire.



Conceptual Problems from the analysis of the Mongol Empire

Kinship → Loyalty

Tribute vs. Commerce 

Regulations, Rules: Homogenization
Rivalries: Fragmentation
Commerce: Unification

Shift in perspective: from the Mongol Empire as logistical (stocks and flows)→
 the 4 Khanates as commercially intertwined (commodities and exchanges)

Universalization of Law

Francis Bacon: Mongols as ‘people of science’ -- and that’s why they won



Composition, Centralization/Decentralization 
and States



Critique of the Theory of “the” State: Problem of US Federalism

This spatialization of the state is not just projective, but endogenous. In other words, as the state becomes increasingly 
occupied by the logistical problems of stocks and flows, we cannot think of it as concentric, centripetal or centrifugal. 
Though it is inseparable from effects of centring and centrality, it is capable of considerable dissemination and 
multiplicity, as well as internal contradiction, if not proper difference.

Toscano, ‘Lineaments of the Logistical State’

Question: what are the interconnections between the domestic configuration of governmental levels 
(Federal, state, county, municipal) along with civil society functions (Chambers of Commerce, think 
tanks, special interest groups, etc.) with the ‘informal empire’ of US imperialism? 

Problem: theories of the state that have been utilized have been imported from other countries with a 
more centralized state apparatus. US leftists have assumed that the power of the US state comes 
solely from centralization

A naive question: how many states (in the generic sense) make up the United States? 

An old Marxist question: should leftists advocate for constitutional reform and greater centralization? 



Logistical Reconfiguration of the US: The Defense Logistics Agency (DLA) 

The origins of the Defense Logistics Agency date back to World War II when America’s huge military buildup required the 
rapid procurement of vast amounts of munitions and supplies. After the war, a presidential commission headed by former 
President Herbert Hoover recommended centralizing management of common military logistics support and introducing 
uniform financial management practices. Integrated management began in 1958 with the formation of the Armed Forces 
Supply Support Center. For the first time, all the military services bought, stored, and issued items using a common 
nomenclature.

In 1965, DoD consolidated most of the contract administration activities in the military services to avoid duplication of 
effort and provide uniform procedures in administrating contracts. 

In recognition of 16 years of growth and expanded responsibilities, on Jan. 1, 1977, officials changed the name of the 
Defense Supply Agency to the Defense Logistics Agency. The Goldwater-Nichols Act of 1986 identified DLA as a combat 
support agency. In 1988, the agency assumed management of the nation’s stockpile of strategic materials from the 
General Service Administration. Soon after, DLA established the Defense National Stockpile Center as a primary-level field 
activity. In 1990, DoD directed that virtually all contract administration functions be consolidated within DLA. In response, 
the agency established the Defense Contract Management Command absorbing its Defense Contract Administration 
Service into the new command. 

The agency’s responsibilities extended overseas when it assumed responsibility for defense overseas property disposal 
operations and worldwide procurement, management and distribution of coal and bulk petroleum products (1972), and 
worldwide management of food items for troop feeding and in support of commissaries (1973). 

https://www.dla.mil/AboutDLA/History/

https://www.dla.mil/HQ/Acquisition/StrategicMaterials
https://www.dla.mil/DispositionServices
https://www.dla.mil/DispositionServices
https://www.dla.mil/Energy
https://www.dla.mil/TroopSupport/Subsistence


https://www.dla
.mil/AtaGlance/



Logistical Reconfiguration of the US Military: The Goldwater-Nichols Act (1986) 

The Goldwater–Nichols Act was an attempt to fix problems caused by inter-service rivalry, which had emerged during the Vietnam War, 
contributed to the catastrophic failure of the Iranian hostage rescue mission in 1980, and which were still evident in the invasion of Grenada 
in 1983.

Such problems existed as well in World War II, during which two independent lines of command flowed from the president, one through the 
secretary of the Navy to naval forces, and the other through the secretary of war to land and air forces. In 1947, the military restructuring 
placed all military forces, including the newly independent Air Force, under a single civilian secretary of defense.

However, the United States military was still organized along the lines of command that reported to their respective service chiefs 
(Commandant of the Marine Corps, Chiefs of Staff of the Army and Air Force, and Chief of Naval Operations). These service chiefs in turn 
made up the Joint Chiefs of Staff. The Joint Chiefs of Staff elected a chairman to communicate with the civilian government. The chairman 
of the Joint Chiefs in turn reported to the secretary of defense, the civilian head of the military. Both the chairman of the Joint Chiefs and the 
secretary of defense reported to the president of the United States who holds the position of Commander-in-Chief (CINC) of all U.S. Armed 
Forces.

This system led to counter-productive inter-service rivalry. Peacetime activities (such as procurement and creation of doctrine, etc.) were 
tailored for each service in isolation. Additionally, wartime activities of each service were largely planned, executed, and evaluated 
independently. These practices resulted in division of effort and an inability to profit from economies of scale, and inhibited the development 
of modern warfare doctrine.

The formulation of the AirLand Battle doctrine in the late 1970s and early 1980s laid bare the difficulty of coordinating efforts among various 
service branches. AirLand Battle attempted to synthesize all of the capabilities of the service arms of the military into a single doctrine. The 
system envisioned ground, naval, air, and space based systems acting in concert to attack and defeat an opponent in depth. The structure 
of the armed forces effectively blocked realization of this ideal.             

https://en.wikipedia.org/wiki/Goldwater%E2%80%93Nichols_Act

https://en.wikipedia.org/wiki/Inter-service_rivalry
https://en.wikipedia.org/wiki/Vietnam_War
https://en.wikipedia.org/wiki/Operation_Eagle_Claw
https://en.wikipedia.org/wiki/Invasion_of_Grenada
https://en.wikipedia.org/wiki/Secretary_of_the_Navy
https://en.wikipedia.org/wiki/United_States_Secretary_of_War
https://en.wikipedia.org/wiki/United_States_Air_Force
https://en.wikipedia.org/wiki/Secretary_of_Defense
https://en.wikipedia.org/wiki/Commandant_of_the_Marine_Corps
https://en.wikipedia.org/wiki/Chief_of_Staff_of_the_United_States_Army
https://en.wikipedia.org/wiki/Chief_of_Staff_of_the_United_States_Air_Force
https://en.wikipedia.org/wiki/Chief_of_Naval_Operations
https://en.wikipedia.org/wiki/Joint_Chiefs_of_Staff
https://en.wikipedia.org/wiki/Chairman_of_the_Joint_Chiefs_of_Staff
https://en.wikipedia.org/wiki/Chairman_of_the_Joint_Chiefs_of_Staff
https://en.wikipedia.org/wiki/United_States_Secretary_of_Defense
https://en.wikipedia.org/wiki/President_of_the_United_States
https://en.wikipedia.org/wiki/United_States_Armed_Forces
https://en.wikipedia.org/wiki/United_States_Armed_Forces
https://en.wikipedia.org/wiki/Military_Science
https://en.wikipedia.org/wiki/Economies_of_scale
https://en.wikipedia.org/wiki/AirLand_Battle


Effects

Goldwater–Nichols changed the way the services interact. The services themselves "organize, train and equip" forces for use by the 
combatant commanders (CCDRs), and the service chiefs no longer exercise any operational control over their forces. Rather than 
reporting to a service chief operationally, the service component forces support the commander responsible for a specific function (special 
operations, strategic, and transportation) or a geographic region of the globe (Northern, Central, European, Pacific, Southern, and Africa 
Commands). The combatant commanders then field a force capable of employing AirLand Battle doctrine (or its successors) using all 
assets available to the integrated unified action plan, including the military, interagency organizations of the US Government such as 
USAID and the Department of State, and intelligence agencies. The restructuring afforded a combination of effort, integrated planning, 
shared procurement, and a reduction or elimination of inter-service rivalry. It also provided unity of command, conforming with leading 
military science. Individual services changed from relatively autonomous war-fighting entities into organizational and training units, 
responsible for acquisition, modernization, force-development, and readiness as a component of the integrated force. Thus USCENTCOM 
(U.S. Central Command), for example, would be assigned air, ground, naval, Marine, and special operations assets to achieve its 
objectives, not the previously less efficient method of individual services planning, supporting, and fighting the same war. This was 
successfully demonstrated during Operation Desert Storm in 1991.

Also:

streamlined chain of command between President and combatant commanders

joint duty and joint operations training

shared procurement

https://en.wikipedia.org/wiki/Combatant_commander
https://en.wikipedia.org/wiki/United_States_Special_Operations_Command
https://en.wikipedia.org/wiki/United_States_Special_Operations_Command
https://en.wikipedia.org/wiki/United_States_Strategic_Command
https://en.wikipedia.org/wiki/United_States_Transportation_Command
https://en.wikipedia.org/wiki/United_States_Northern_Command
https://en.wikipedia.org/wiki/United_States_Central_Command
https://en.wikipedia.org/wiki/United_States_European_Command
https://en.wikipedia.org/wiki/United_States_Pacific_Command
https://en.wikipedia.org/wiki/United_States_Southern_Command
https://en.wikipedia.org/wiki/United_States_Africa_Command
https://en.wikipedia.org/wiki/Military_science
https://en.wikipedia.org/wiki/USCENTCOM
https://en.wikipedia.org/wiki/Operation_Desert_Storm


Shanghai Cooperation Organization

1. 3 Evils
1.1. Terrorism
1.2. Separatism
1.3. (Religious) extremism

2. Logistics
3. Information Security
4. Conflict Resolution

4.1. China-India (LOAC)
4.2. India-Pakistan (LOC)

5. Currency 



From Stuxnet to 
SolarWinds: 

Transformations in Hacking 
from the Logistical POV



https://rasoolirfan.com/2014/12/23/stuxnet-are-we-prepared-to-defend/



https://www.newyorkfed.org/medialibrary/media/re
search/staff_reports/sr937.pdf

First, we show that the halting of operations among the directly hit firms had a significant negative 
effect on the productive capacities of their customers around the world, which reported significantly 
lower revenues and profits. A conservative estimate implies a $15 billion loss by the affected 
customers, an amount larger than the losses reported by the firms directly hit by the cyberattack 
[$10 billion]. Importantly, affected customers also faced a significant decrease in trade credit from 
suppliers—one of the main sources of firms’ short-term financing (Barrot, 2016) and a vital part of 
global trade (Antras and Foley, 2015). Faced with this temporary liquidity shock, affected 
customers depleted some of their pre-existing liquidity buffers and increased the amount of 
borrowing, allowing them to maintain investment and employment. While the downstream 
disruptions to customers were severe, we do not find significant upstream effects to the suppliers 
of the directly hit firms.

NotPetya: A New Scale Of Cyberwarfare

We add to this literature by showing that cyberattacks can create 
supply chain disruptions akin to those that originate from financial 
crises and natural disasters. In addition, we document a new 
dimension of supply chain vulnerabilities and estimate how supply 
chains dynamically evolve in response to this unique type of disruptive 
shock. These results are especially relevant for the theoretical 
literature on endogenous production networks that stress the 
importance of having trading relations with alternative suppliers, and 
how a network adjusts to a shock



While there was no change in credit line commitments granted by banks, 
affected customers drew down relatively more on their credit lines to 
compensate for the liquidity shortages coming from lower revenues and less 
trade credit. Interest rate spreads also increased relatively more for affected 
customers, a result explained by an increase in risk, as measured by the 
expected probability of default that each bank assigns to a given firm. 

We find that after the shock, affected customers form new relations with firms in 
the same industry as the directly hit supplier. This result suggests that the 
disruption caused by the cyberattack served as a wake up call for the affected 
customers which responded by forming new trading relations with alternative 
suppliers. We also find supporting evidence that the affected customers are more 
likely to end their trading relations with the suppliers directly hit by the cyberattack.



The ease with which NotPetya spread from network to network without human intervention 
depended on a never-seen-before piece of code that was leaked in April 2017 by the Shadow 
Brokers, a hacking group. The leaked code, called Eternalblue, is a very sophisticated tool 
developed by the NSA to harvest passwords and move from network to network. Eternalblue 
was used together with another tool, Mimikatz, that was already circulating among hackers and 
can find network administrator credentials stored in the infected machine’s memory. (7)



SolarWinds 

A Cyber Pearl Harbor?



https://www.fireeye.com/blog/threat
-research/2020/12/sunburst-additio
nal-technical-details.html



https://www.bleepingcomputer.com/news/security/the-solarwinds-cyberattack-the-hack-the-victims-and-what-we-know/



Ye Olde Microsoft
Yet it was Microsoft whose code the cyber spies persistently abused in the campaign’s second stage, rifling through emails and other files of 
such high-value targets as then-acting Homeland Security chief Chad Wolf — and hopping undetected among victim networks.

This has put the world’s third-most valuable company in the hot seat. Because its products are a de facto monoculture in government and 
industry — with more than 85% market share — federal lawmakers are insisting that Microsoft swiftly upgrade security to what they say it 
should have provided in the first place, and without fleecing taxpayers.

Seeking to assuage concerns, Microsoft this past week offered all federal agencies a year of “advanced” security features at no extra charge. But 
it also seeks to deflect blame, saying it is customers who do not always make security a priority…

Rep. Jim Langevin, D-R.I., had pressed Smith in February on the security logging upsell, comparing it to making seat belts and air bags options 
in cars when they should be standard. He commended Microsoft for the one-year reprieve, but said a longer-term conversation is due about it 
“not being a profit center.” He said “this buys us a year.”...

The SolarWinds hackers took full advantage of what George Kurtz, CEO of top cybersecurity firm CrowdStrike, called “systematic weaknesses” 
in key elements of Microsoft code to mine at least nine U.S. government agencies — the departments of Justice and Treasury, among them — 
and more than 100 private companies and think tanks, including software and telecommunications providers.

The SolarWinds hackers’ abuse of Microsoft’s identity and access architecture — which validates users’ identities and grants them access to 
email, documents and other data — did the most dramatic harm, the nonpartisan Atlantic Council think tank said in a report. That set the hack 
apart as “a widespread intelligence coup.” In nearly every case of post-intrusion mischief, the intruders “silently moved through Microsoft 
products “vacuuming up emails and files from dozens of organizations.”

https://apnews.com/article/business-technology-government-and-politics-f51e53523312b87121146de8fd7c0020

https://us-cert.cisa.gov/ncas/alerts/aa21-008a
https://www.atlanticcouncil.org/in-depth-research-reports/report/broken-trust-lessons-from-sunburst/


(Some) Lessons from SolarWinds:

1. Cyberattacks increasingly exploit supply-chain weaknesses as an effective method of distributing malware for 
widespread impact.   

2. The bad guys are looking beyond “spray and pray” breach campaigns and starting to get extremely targeted, 
attacking the good guys and taking advantage of any intellectual property (in this case, internal hacking tools) to get 
the upper hand.  

3. If an organization like FireEye, which is solely focused on cybersecurity, isn’t completely safe from attack, neither is 
your organization.  

4. Sophisticated automated toolsets can easily reach the hands of a novice attacker, making them just as dangerous 
an adversary as someone with years of Red Team experience.  

5. Windows and Active Directory are key targets of modern-day cyberattacks. The centralized nature of the access 
made available to user accounts with elevated privileges makes Active Directory the perfect cyberattack focus. 
Therefore, organizations must keep a watchful eye on changes made to Active Directory, even putting measures in 
place to continuously monitor for indicators of exposure, prevent changes that would further elevate access to other 
parts of your environment, and be prepared to recover from ransomware and other data integrity attacks.  

https://www.semperis.com/blog/notpetya-flashback-the-latest-supply-chain-attack-puts-active-directory-at-risk-of-compromise/

https://www.semperis.com/ds-protector/


geopolitical fragmentation
On Thursday, the Biden administration fulfilled its repeated promises of retaliation for both the SolarWinds hacking campaign and a broad array of other 
Russian misbehavior that includes the Kremlin's continuing disinformation operations and other interference in the 2020 election, the poisoning of Putin 
political adversary Aleksey Navalny, and even older Russian misdeeds including the NotPetya worm and the cyberattack on the 2018 Winter Olympics. 
The Treasury Department has leveled new sanctions at six cybersecurity companies with purported ties to Russian intelligence services, as well as 
four organizations associated with its disinformation operations. They also specifically targeted oligarch Yevgeniy Prigozhin and Kremlin agent 
Konstantin Kilimnik, whom you may recall from the Mueller investigation.

"It's all espionage, right? In fact, it looks like a fairly carefully crafted espionage campaign," says Chesney. "And so the question is, since we're now 
saying that crossed a line—you can't sanction somebody and say you're retaliating and punishing them for this and not mean to be drawing some kind 
of red line—what is it?"

The difference, Chensey suggests, is one of scale rather than substance. The SolarWinds hacking campaign took a "shotgun, blunderbuss" approach 
that could distinguish it. The SVR's corruption of the software supply chain could be seen as uniquely reckless, but the US has tried that too, with 
operations that have compromised Cisco routers during shipping or built backdoors into the Swiss encryption software firm Crypto AG. 

Some cyberpolicy critics see Biden's sanctions for SolarWinds spying in more cynical terms: an incoherent, knee-jerk response designed to satisfy 
anyone who'd accuse the administration of being soft on Russia. "This is not an attempt to correct Russia's behavior," says Dmitri Alperovitch, former 
CTO of security firm CrowdStrike and the founder of the cybersecurity-focused Silverado Policy Accelerator. "This is more about making us feel good 
that we're hitting back and mostly, frankly, for a domestic audience."

Alperovitch argues that by punishing the Kremlin for careful cyberspying—and lumping it in with a large collection of far worse actions—in fact makes it 
even harder to rein in the Kremlin. "I'm not opposed to hammering Russia," Alperovitch says. "But it would have been much more effective if we'd 
focused on one or two things that we really think are beyond the pale and told them if you correct this behavior these sanctions will drop. That's how 
you achieve effects or at least have a chance of achieving effects. This is not it."

https://www.wired.com/story/us-russia-sanctions-solarwinds-svr/http://www.wired.com/story/us-russia-sanctions-solarwinds-svr/

https://www.wired.com/story/notpetya-cyberattack-ukraine-russia-code-crashed-the-world/
https://www.wired.com/story/untold-story-2018-olympics-destroyer-cyberattack/
https://www.wired.com/story/mueller-report-russia-redacted-trump-barr-read/
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Implications of the New Era of Cyberwarfare

Conceptual: We require a logical language that can capture the dialectic of dependency and 
determination, and homogeneity and fragmentation

Strategic: Even if the language of ‘information security’ (SCO) and ‘national sovereignty’ (US) are 
obviously cynical, it still indicates a set of problems which are as much problem for states as they are 
for us

Design: Security is no longer a perimeter-based, post-production implementation detail. A modular 
(fractal?) and open-source approach to security are essential

Political: How can changes in cybersecurity be used as ways to ‘open the black box’ of leftist 
counter-intelligence and security more broadly?



Conceptual Implications

Determination/Dependency -- Computer Science:

software/hardware

interface/program

function/code

Hacking can be studied as ways of short-circuiting the determination/dependency 
‘morphology’ (‘how would Mark Wilson study hackers?’)

Homogenization/Fragmentation -- Lefebvre

logistical homogenization vs. geopolitical fragmentation


